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Ewelina Kasprzyk

Chief Editor of the European 
Cybersecuirty Journal

It’s high time we take care of the digital world.  

You probably heard this particular phrase or its varia-
tion already. It’s not earthshaking, sounds rather cliché.  

Yet, it is of utmost importance to protect the digital 
world and our existence both in and with it. As we 

were forced to turn to digital solutions to uphold our state, business and life continuity; As reports on 
ransomware attacks against critical infrastructure hit mainstream news; As disinformation spreads so 
quickly many of us cannot tell lies from truth anymore; As the technological landscape is growing more 
complex, ambiguous, and hard to control.  

Cybersecurity is not an addition to our general security anymore – it has become a prerequisite to a safe, 
innovative and fair environment that protects and serves us all. Now is the time to make a change, but 
based on informed decisions made in a truly multistakeholder, diverse and inclusive environment. 

It is my pleasure to present you with the latest issue of the ECJ – a collection of invaluable insights into 
various ways in which technology affects our lives, from cyberattacks and fake news, to smart cities, AI 
and investments in cybersecurity. Many thanks to our contributors for enriching this publication with 
their research, foresight and recommendations. I sincerely hope that all of you will be inspired by them 
and their work. 

Finally, in my debut as the Chief Editor, I would also like to extend my genuine gratitude towards for-
mer members of the Editorial Team – Barbara Wilk and Faustine Felici. Thank you for paving the way 
and sharing all the ideas and know-how with me! 

Have a great read! 
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Faustine Felici

Research Fellow, 
the Kościuszko Institute

It is my honor and great pleasure to introduce the lat-
est edition of the European Cybersecurity Journal. 
As a specialized publication devoted to bolstering 
cybersecurity, the ECJ has been, since 2016, a promi-

nent platform for leading specialists to highlight the most pressing challenges in the digital realm. This 
issue is incredibly rich in this regard, and will bring the reader on a journey across time and (cyber)space. 

Across time, first, with a discussion of Ambassador Tobias Feakin on how actions taken today will have 
a decisive impact on the future shape and security of our cyberspace. Australia has been leading the 
way in defining its position in the global cybersecurity and cyber diplomacy arena, and can serve as an 
inspiration for many like-minded states. The rapid development of artificial intelligence and its use by 
governments is also a matter that has been held high on the agenda. The article by Andrea G. Rodriguez 
calls for a much needed discussion on the use of this technology and points out the underlying oppor-
tunity for cities, forefront implementers of AI, to shape the global debate about AI ethics. Their prox-
imity to citizens, as well as their role as technology designers and producers are major advantages that 
can gain them trust and legitimacy in the arena. 

Trust – or the absence of it – is at the core of another topic raised in this issue. As underlined by the 
2018 edition of the European Cybersecurity Forum – CYBERSEC with its motto “The Quest for Cyber 
Trust”, trust is a pivotal value in cyberspace. Nowadays, distrust is spreading quickly around the world, 
especially with the proliferation of fake news online. How to increase media literacy to tackle disinfor-
mation as a whole is the problem to which Dr Klaudia Rosińska dedicated her latest research; she will 
provide an insight of her recently published book in this issue of the Journal. 

The last stop in this edition’s journey will embark the reader on a tour across EU member states, con-
sidering their level of investment in the field of cybersecurity. A detailed analysis by William Purser 
on how much and how EU member states spend on cybersecurity shosuld trigger an essential reflec-
tion on the value of transparency and why we need more of it in this area.

This new issue of the ECJ touches upon many different topics, all equally important to build and move 
towards a values-based digital world. 
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Clearly, the COVID-19 pandemic has unveiled 
vulnerabilities in the tech-related domain but 
also highlighted the importance of cooperation 
in face of adverse events. Australia joined other 
countries in the attribution of malicious cyber 
activities to China’s Ministry of State Security. 
What does that mean in practice for the dec-
ades-long problem of attribution? 

One of the things that this shows  is that attribu-
tion is far from impossible. If you look at the level 
of detail about the incident and those respon-
sible from the various statements and pieces 
of evidence that have been put out into the pub-
lic domain, you’ll see it’s very granular. You’re see-
ing the evidence now; years of muscle memory 
in the international community and capability 
development in conducting attributions, in put-
ting that level of detail out into the public domain. 
The international community is becoming more 
accustomed to conducting public attributions. 
In the almost five years that I’ve been doing this 
job, there were often fewer countries who were 
willing to attribute particular behaviour sets and 

particular cyber incidents than there currently 
are now. In the most recent attribution, there 
were 38 countries and that’s the largest num-
ber of countries ever to attribute the particular 
piece of malicious cyber activity so far. I think it 
does show that we’ve come a long way in publicly 
declaring what we feel is unacceptable behaviour 
in cyberspace.

Attribution is far from impossible. (…) 
You’re seeing the evidence now; years 
of muscle memory in the international 
community and capability development 
in conducting attributions, in putting 
that level of detail out into the public 
domain. In that sense, the international 
community is becoming more accustomed 
to conducting public attributions.

These last couple of years have pushed us to work 
more from home thanks to remote systems and 
networks, which have exposed users to a wider 
range of vulnerabilities. With the restriction 

A Pivotal Time 
for the Future 
of Cyberspace

Interview with Ambassador for Cyber 
Affairs and Critical Technology, Australia
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of movement and restrictive measures, the spread 
of the virus and growing hospitalisations, essen-
tial services have become primary targets for 
malicious actors. How has the threat landscape 
evolved during the pandemic, especially targeting 
critical infrastructure? 

I’ve been involved in many conversations around 
the changing threat landscape during COVID-19 
and I find so much similarity in what differ-
ent countries are experiencing. In Australia, we 
didn’t see a huge uptake in cyber activity. There’s 
more of a repurposing and retargeting of existing 
cyber activity and cyber actors. Certainly, crimi-
nals began using the COVID-19 environment as 
a way of delivering their payload and of extract-
ing money from individuals and organizations. 
You certainly saw that retargeting and repurpos-
ing of activity. To be frank, there’s a far greater 
number of targets for them to attack because, 
simply put, if everyone’s going home and working 
online in a way that they just hadn’t conceivably 
done in the past, then it just creates a very tar-
get rich environment for those who are looking 
to extract money or information. I think that’s still 
quite remarkable when you think about the dig-
itization processes that we’ve all been through 
in the past weeks and months that would have 
often taken years, maybe even decades, for cer-
tain organizations. It also leaves us somewhat vul-
nerable and creates a broader cybersecurity head-
ache for us to solve. In terms of infrastructure, 
certainly something that we saw was the target-
ing of health infrastructure by state and non-state 
actors alike. The targeting of health infrastructure 
which is one of the most critical pieces of infra-
structure you have during a pandemic is ridicu-
lous and abhorrent behaviour. We saw incidents 
of that in various parts of Europe where ransom-
ware was used in hospital systems, where there 
was extraction of intellectual property from 
health research facilities around COVID-19 vacci-
nation processes. Together with partners we cer-
tainly made very public our anger at this through 
the UN, through media articles and have tried 
hard to rub out that kind of behaviour. But it’s 
still there and shows how threat actors see these 

kinds of crises as an opportunity they can exploit. 
Another area worthy of note is COVID-related 
disinformation and misinformation. State or non-
state actors that are prepared to proactively push 
disinformation or misinformation during a pan-
demic is abhorrent behaviour. We know that pre-
cise information in times of the pandemic saves 
lives and can mean the difference between some-
one dying or living, so to see states actively par-
ticipating in that is something that we felt was 
wrong. We joined with other partners to ensure 
that we were very vocal in denouncing this kind 
of activity through official bodies and through 
the media as well. 

The pandemic has also increased people’s expo-
sure to online activity, including social media. 
This has highlighted the many benefits socie-
ties could reap from social media, but also many 
underlying threats. The Australian Online Safety 
Bill 2021 is a much-needed attempt at regulat-
ing social media companies, which adds a further 
safeguard to young and adult population from 
online-based harm. Do you think the Bill repre-
sents a sufficient move towards social media reg-
ulation? What are the steps that Australia takes 
instead to combat increasing misinformation and 
disinformation to prevent real-life consequences 
as has been the case with this year’s Capitol Riot?

I think there’s another part of that question which 
we could explore, which is the relationships that 
we as government have with big tech indus-
try now. What you see in the Online Safety Bill 
is a step that the Australian government is tak-
ing to give more authority and more concrete 
powers to our eSafety Commissioner who is 
a statutory authority tasked with not only trying 
to provide advice to the public on how to be safer 
online but also conducting all manner of out-
reach to ensure that vulnerable individuals have 
means of reporting incidents that have occurred 
to them. The Online Safety Bill gives more official 
power to that position to ensure that online plat-
forms are taking down content that is particularly 
abhorrent or abusive and gives far stricter time-
lines to when that content should be removed. 
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It also gives the Commissioner power to block 
access to domains and URLs where that mate-
rial is hosted. There’s a whole lot more to it than 
that, but it does give more muscle to that posi-
tion. There are broader societal issues that we 
face now that are reflective of the fact that so 
many of us are in an online environment that has 
largely been untouched by the law. We’ve main-
tained that laws apply online as they do offline, 
whether it be international or domestic law, but 
the Internet has matured in a way that has not 
really been mindful of legal process. It’s been 
the nature of the Internet and the way that it’s 
emerged. We’re dealing with an Internet now 
that is so incredibly different from what existed 
in the 1990s when it really began to become 
a commercial and broadly available environ-
ment. We were dealing with hundreds of thou-
sands, maybe up to a million or so, people online. 
Now we’re up to over half the world’s popula-
tion online. That means that not only are there 
a lot more people, but also more people diverg-
ing interests. Governments worldwide, includ-
ing the Australian government,  are now playing 
catch-up ensuring that their citizens’ interests 
and legal rights are upheld in the online world. 
That’s where we find ourselves. One of the last 
parts of that equation is this relationship with 
the tech industry who we know are so incredi-
bly powerful. They have the ability to influence 
outcomes that governments sometimes could 
only dream of and have done that in a relatively 
unregulated fashion. You can see the trends glob-
ally changing that there’s much more appetite 
to regulate that tech environment in a way that 
is more closely aligned with our interests as lib-
eral democracies. I think there’s a lot of exam-
ples that you could look at there as to why that’s 
required and what that means for the future. It’s 
an important area of work that governments are 
going through and it’s very important that we do 
that in a way which is closely aligned with our 
values and interests, because we also find our-
selves in a juncture in time where there are con-
flicting visions of what the Internet and what 
the legislation around the Internet should look 
like. Essentially, I’m talking about authoritarian 

visions of what the Internet should look like and 
how it’s governed. These are the Western lib-
eral democratic approaches to the online space 
which are cognisant of human rights and looking 
to ensure human rights are upheld in the online 
space. It’s a real pivotal time in the online world. 

So many of us are in an online 
environment that largely has largely been 
relatively untouched by the law. We’ve 
maintained that laws apply online as they 
do offline, whether it be international 
or domestic law, but the Internet has 
matured in a way that has not really been 
mindful of legal process.

Both cyberattacks and disinformation have 
a huge impact not only on national security, 
but on international relations and cyber diplo-
macy as well. What are some of the lessons 
learned from the past year and how did they 
shape the new International Cyber & Critical 
Technology Engagement Strategy (ICCTES) 
2021? Can you give us some practical examples?

The biggest thing that I’ve noticed in the time 
that I’ve been in this job and that certainly shaped 
the thinking that went into the International Cyber 
& Critical Technology Engagement Strategy was 
the overwhelming realization that you can’t look 
at cyberspace by itself. As governments, you need 
to be mindful of the technologies that are either 
built off the backbone infrastructure that cyber-
space provides or the data that it creates and that 
we, as governments, must be strategizing about 
how we shape that international environment 
because it will affect us very directly domestically 
if we are not shaping it directly. What struck me 
is the fact that we need to be thinking very clearly 
about the values that we want to see technology 
embody as it comes online. That means we need 
to be influencing and working with the tech indus-
try to make them more mindful of key values that 
should be baked into technology from the start. 
Then we need to be looking at how we shape how 
technology is absorbed into the global system so 
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that it is in keeping with our national interests and 
not with the interests of those who have a more 
authoritarian view of how the world operates. 
I think we’ve had the wake-up call of 5G tele-
communications. It’s really the first of many sim-
ilar decisions that will have to be made, whether 
it be AI and machine learning, digital platforms, 
quantum computing – the whole array of tech-
nologies. It’s very common language to be talking 
about these issues. Unless you are looking at this 
across that whole technology space, you will miss 
something and therefore, as a country, you will 
miss out on what the technologies that are funda-
mentally shaping the 21st century economy and 
power bases are. It’s not only on national security, 
however. I would agree with you that these tech-
nologies will have a huge impact on our national 
security, but these technologies are what our 
economies are being built on now and will ever 
more increasingly over the coming years. So, if 
we’re not defending what we don’t want to be 
changed and then promoting what we do, then 
we won’t be in the same position that we found 
ourselves in the previous century, that’s for sure. 

As clearly expressed by the International Cyber 
and Critical Technology Engagement Strategy, 
cyber diplomacy is key to advancing states’ polit-
ical ambitions and strategic interest in the fast-
paced growing critical technology. Australia’s 
position in cybersecurity and cyber diplomacy 
has been steadily growing over the years allow-
ing Australia to become a leading power in cyber 
and tech issues. At the same time, the inter-
national focus of the strategy expresses a will 
to be an example for other countries rather than 
a dominant power in the international system. 
Do you agree with that statement? 

I’m not going to give you a yes or no here as I think 
it’s worthy of some discussion. Certainly, our aim 
is to be a global shaper of technology trends, that 
is clear. We appreciate that as Australia we are 
not an innovation hub that the Silicon Valley or 
Tel Aviv or Beijing is, but we certainly must have 
a role in shaping that international environment. 
Certainly, we look to have a loud voice with new 
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positions on technology to try and push discus-
sions forward. We aim to try to be more transpar-
ent and forward leaning than we were in the past. 
I wouldn’t say that we are looking to be a dom-
inant power in the international system. That’s 
certainly not our case. We’re looking to be a cre-
ative helpful voice that assists the international 
community to move forward in the tech discus-
sion at a rate that is in keeping with the rate that 
technologies are developing. We do have a loud 
voice, but I wouldn’t say we’re a dominant power 
in this sense.

The word cooperation comes to my mind 
because it plays such a crucial role in achieving 
national, regional, and international goals for 
every country. Australia clearly understands this 
being a member of many strategic partnerships 
around the world, such as the Quad and the Five 
Eyes alliance. How does this cooperation impact 
Australian and international communities? What 
are some of the benefits and ways to solve chal-
lenges in finding consensus, the middle ground?

Cooperation is key. I think you’re right in saying 
that finding consensus is something that we take 
very seriously in Australia. Working with coun-
tries that you may have not thought about work-
ing with in the past, looking for unconventional 
partners, that’s certainly an attitude that we took 
in our UN negotiations. There’s a lot of voices 
that want to be heard in this tech discussion, so 
we look to find those voices and work with them 
constructively to get to a better outcome. I think 
what you will increasingly see in the tech space 
is these new kinds of international partnerships, 
like the Quad, that are being built up because 
there’s an understanding that we can’t just solve 
the problems and the challenges that we have 
through the UN every single time. It’s not going 
to be the main source of discussion every single 
time. We need new and creative tech partner-
ships to find innovation, to find new ways of doing 
research and development, to shape technol-
ogy markets and environments, to ensure that 
we have sustainable supply chains of technol-
ogy. That’s another big lesson learnt from COVID, 

the shocks to our technology supply chains which 
we’ve all felt. If we’re at the stage now that some 
cars can’t be built with GPS in them because they 
don’t have the necessary chipsets ready to go 
because of supply chain fragility during COVID, 
then it tells us everything we need to know. 
How do we shift that dynamic so we are not so 
dependent on a single source technology supply? 
How do we create new partnerships so that we 
can ensure our future supply of certain technolo-
gies and also shape that technology environment 
in a way that is in keeping with the broad inter-
est, not just the interest of some authoritarian 
countries? Because the danger is here. If you look 
at the totality of all those technologies, when 
you add them all together, that’s when you can 
either get the most exciting or the most fright-
ening end results. If you begin adding the over-
lay of AI, machine learning, quantum computing, 
supercomputing, blockchain, all these things and 
if you merge them together,  the totality of them 
and the power that they wield is incredible. 
I don’t think most of the world’s population truly 
understands what kind of power that will wield. 
Right now, we need to be shaping the way that 
that technology ends up and what’s being embed-
ded in it at the start. With AI, you think about it 
really conceivably. You have a window of about 
5 to 10 years to ensure that the algorithmic pro-
gramming that’s going into various AIs now has 
ethical principles in mind, is thinking about some 
of the consequences of what it might do and 
achieve in order that you end up with a much bet-
ter product which isn’t an interpretation of a par-
ticular draconian vision of what technology can do 
for you as a nation-state and for your population.

The danger is here. If you look 
at the totality of all those technologies, 
when you add them all together, that’s 
when you can either get the most exciting 
or the most frightening end results.

I think people still aren’t aware what technology 
actually signifies and how big influence it has on 
our lives.
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It’s true. I was watching the film [Ex Machina] 
about a tech developer who lives out in the for-
est and develops an AI which is a human man-
ifestation of an AI. We see so much cinematic 
representation now of technology that’s helpful, 
but I still don’t think the population quite under-
stands what the totality of all these technol-
ogies is and why it is that countries are invest-
ing hundreds of billions of dollars in trying to be 
at the forefront of those technologies, especially 
when it’s not readily tangible and visible what 
these technologies are going to produce. With 
something like quantum, when it’s entirely pos-
sible that it won’t produce anywhere near what 
everyone thinks it does, that hasn’t stopped hun-
dreds of billions of dollars being poured into 
the research and development cycle of quan-
tum computing because of the potential of what 
it could achieve. It’s quite remarkable, but that’s 
why jobs like this are so essential in the interna-
tional environment, to be shaping that tech envi-
ronment in the right way. 

At last year’s CYBERSEC Global you said: “Values-
driven discussion on technology development 
and what norms and law look like in the new 
technology space that we’re in already is going 
to be pivotal in the months and years ahead.” It 
is clear how this works with like-minded demo-
cratic states. How does Australia deal with states 
which are essential for furthering international 
development of critical technologies, but do not 
necessarily share the same values-based vision 
of technological advancement? 

Firstly, we’re very clear with what we stand for 
and what we want to see. That’s why you’ll see 
something like an International Cyber & Critical 
Technology Engagement Strategy from Australia. 
That’s why you’ll see a very clear Cyber Security 
Strategy from Australia and the Digital Economy 
Strategy that we’ve produced. You’re increas-
ingly seeing more strategy put around the tech-
nology environment, so the countries can under-
stand what we stand for and what it is they’re 
engaging with. But it doesn’t mean that we shy 
away from difficult decisions when we have 

to make them. 5G was one of those tough deci-
sions that we made and created a global debate 
around 5G and who should provide 5G telecom-
munications networks. But that shouldn’t stop us 
from talking to those we don’t agree with. That 
is vital in terms of finding pathways forward and 
that was something that we do pursue when 
we’re in international dialogues, whether it be 
at the UN, or through dialogues like the ASEAN 
Regional Forum which is our regional body for 
talking about cyber and tech issues. Of course, 
we are talking to those countries that don’t have 
a similar ideological mindset as ours because you 
have to. The negotiations in those environments 
are about give and take – you have certain red 
lines that you don’t want to see in certain texts, 
but then there are things that you can agree to. 
A good example is the 11 norms of responsible 
state behaviour agreed to at the UN in 2015. 
A range of countries suggested all of those norms 
and not all of them came from western liberal 
democratic states – there are norms there that 
China, Russia and others proposed. You get 
to a point where you can agree because these are 
common sense measures that need to be taken. 
Whilst being very clear about what it is you stand 
for, it’s not stopping and ceasing the conversation 
when you’re in those international conversations. 

One last question, what should our readers keep 
an eye on regarding current and future trends 
relating to cybersecurity and critical technolo-
gies? Do you have any advice?

If I was a reader and I wanted to understand what’s 
next, I would consume as much as I could around 
AI that, to me, would help a reader understand 
what the next big technology shift is and where 
the big money is going into. You could look at any-
thing like Kai-Fu Lee’s book “AI Superpowers” 
which is a tremendous read in terms of under-
standing US and Chinese approaches to AI devel-
opment. It’s what I will always recommend to any-
one wanting to understand what this whole area 
is about. Adam Segal from the Council of Foreign 
Relations also writes brilliantly in this area. He 
wrote a book called “The Hacked World Order” 
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which I think is a seminal reading for anyone want-
ing to understand what this is all about. In terms 
of current and future trends, I think what every-
one should be keeping an eye on is the Internet 
of Things. Whenever I’m asked a question about 
what is the single biggest threat that we face, you 
could talk about all fancy new pieces of malware 
or ransomware which we haven’t even touched 
on which is the big global issue right now, but 
to me it’s the increased connectivity of our every-
day environments of unsecured IP addresses 
everywhere around us and the increasing targets 
that it provides an adversary with. The fact that 
we’ll just be linking up so many different devices 
and parts of our lives to our online environment 
and that it does give potential for a whole range 
of adversaries to utilize that – that to me is a sig-
nificant concern. It also shows why 5G deci-
sions are so important because the 5G network 

is what will enable the kind of environments that 
we all think about, with connected driverless cars 
driving around being probably the most obvi-
ous example. Therefore, in that increasingly con-
nected world, IoT will deliver so many wonderful 
things that we see in films and we’ll experience 
in our lifetimes. But, equally, I think IoT provides 
a cyber security challenge for everyone and it’s 
something that not just cyber security experts 
but every member of the public need to be very 
cognizant of when they’re entering into it.

Questions by: Marco Farucci, 
the Kosciuszko Institute

Interview conducted by: Paulina Górska, 
the Kosciuszko Institute

Dr Tobias Feakin is Australia’s inaugural Ambassador for Cyber Affairs and Critical Technology. He commenced as 
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The past years have made imagined future scenar-
ios closer realities for humankind. Just in the last ten 
years, the technology leaps in computer vision and 
natural language processing have promised to revi-
talise many industries, including transportation and 
healthcare. And these innovations will be mostly 
deployed in cities, where people live, work, com-
mute, spend their free time and meet new people. 
In addition to this, local administrations themselves 
will make use of advances in artificial intelligence 
(AI) to face the challenges of the 21st century: how 
to improve the quality of life of their growing urban 
populations and fight climate change.

Despite these opportunities, the many faces 
of AI hinder the creation of a much-needed frame-
work for global governance of emerging tech-
nologies. As stated in the Vienna Manifesto on 
Digital Humanism, regulation is important to pre-
vent the concentration of data in few hands and 
to ‘ensure prediction accuracy, fairness and equal-
ity, accountability, and transparency of software 
programmes and algorithms’ (Vienna Manifesto on 
Digital Humanism, 2019).

Geopolitics and national interests make the inter-
national regulation of AI a hard task. In addi-
tion to this, there is no consensus about the role 
of regulation in the development of AI, and while 
some critics claim that regulation will halt innova-
tion, others believe that without regulation AI will 
become a risky tool (Feijoo, et al., 2020).

At the sub-state level, the international govern-
ance of AI is an opportunity for cities. As interna-
tional actors that do not fully participate in setting 
the global agenda, cities have learnt how to organ-
ise themselves to identify pressing issues, share 
good practices, and find consensus. Moreover, local 
administrations can leverage proximity while engag-
ing in conversations about the social value of AI, 
investigating their democratic use, and involving 
citizens in the co-creation and co-design of meas-
ures to digitally transform their cities.  

The present article explores how cities can con-
tribute to setting global standards in the ethical 
use and development of AI through dialogue and 
demand. The first part of the article investigates 
why it is necessary to embed the development 
of AI as a science into a social framework co-built 
with citizens to respect ethics. Then, it explores 
the role of cities as democratic actors and how cit-
ies can influence the global arena when it comes 
to the global governance of emerging technolo-
gies. Last, the article concludes with the presenta-
tion of city governance as a dynamic and adaptable 
model for new technologies as opposed to the tra-
ditional national and international governance. 

Local administrations can use proximity 
as an advantage while engaging 
in conversations about the social value 
of AI, investigating their democratic use, 
and involving citizens in the co-creation 
and co-design of measures to digitally 
transform their cities.

ABSTRACT:
The debate around values in technology has become central after abuses by adversarial actors 
and governments in recent years. In the field of artificial intelligence (AI), it is necessary to go 
beyond “encoding” values by considering ethical opportunities, design, and implementation 
strategies. Cities together, as the forefront implementers of AI, can shape the global debate 
about AI ethics by profiting from their proximity to the citizenry and their role as technol-
ogy designers and procurers. This alternative model of global AI governance must not forget 
that for AI to be ethical it needs to be environmentally sustainable and cybersecure.

Keywords: AI ethics, cybersecurity, global governance, moral values, cities.
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A social framework for technical fixes

Computer scientists believe that most of the risks 
can be mitigated during the design and training 
phases of a machine learning model. And to some 
extent it is true. Data fuels AI and the quality, 
representativeness and “objectiveness” of data 
are quantifiable measures. Data also is a source 
of problems that will make it to the headlines if, 
once implemented, the machine learning model 
happens to malperform.

Yet scientists have mastered, albeit imperfectly, 
the use of data over the short decades of the dig-
ital era. If the debate was around the possibility 
of finding a perfect technical fix there would be 
no debate, just research. By contrast, the main 
problem of AI is that technology has long left lab-
oratories to enter the domain of social sciences. 
In this case, the question is around the moral val-
ues that govern societies and how artificial agents 
can act on them without violating the fundamen-
tal rights and freedoms of people.

For example, the discussion on fairness echoes 
lessons from old philosophical theorems (Binns, 
2018). To mention fairness is to refer to theo-
ries of equalitarianism and non-discrimination, 
and to introduce the idea of social justice into 
machine learning. Toolkits already exist to mini-
mise bias and reduce possible discrimination,1 but 
technical fixes need a social framework. 

The question is around the moral values 
that govern societies and how artificial 
agents can act on them without 
violating the fundamental rights and 
freedoms of people.

Machine learning models can conclude in dispa-
rate treatment, which occurs when the model 
reproduces the biases of the developers and, 
consequently, intentionally discriminates against 
a group of people or individuals. But certainly, 

1 See, for example, Amodei, et al., 2016.

most worrying is the disparate impact of AI sys-
tems. Disparate impact happens when the ‘neu-
tral sounding rules’ (Nunn, 2020) of the model 
indirectly and unintentionally discriminate 
against an individual or a group, which could be 
protected because of ethnicity, gender, or sex-
ual orientation. This can result from the architec-
ture of the algorithm or the aggregation of new 
instances during the phase of the deployment 
that changes the non-discriminatory perfor-
mance of the model. One undesired future sce-
nario is a misalignment of certified AI systems, 
which can be a significant risk not only to fun-
damental rights, but also to the physical security 
of people.

Nevertheless, without a social understanding 
of the idea of equality, disparate treatment could 
be a rule and disparate impact not an undesired 
option. The idea of discrimination is a result 
of a debate at the heart of societies about human 
dignity. Social dilemmas and technical dilemmas 
are not that far away from each other.

Another example concerns transparency. From 
a technical perspective, if you can see into 
the algorithm, you can investigate when things go 
wrong – just “open the box” (even if sometimes 
it is not possible). Still, albeit algorithmic trans-
parency is often understood as interpretability – 
the ability of a model to determine the relation 
between two given variables, and explainabil-
ity – how to make an external actor understand 
the weights and the parameters of the model and 
how they relate, algorithmic transparency yet 
again exceeds computer science.

The social sciences’ perspective considers admin-
istrative openness as another feature of algo-
rithmic transparency. This transparency in use 
relates to political accountability and builds upon 
a trust-based relationship between democratic 
rulers and the ruled. As such, trustworthiness is 
essential for the democratic use of new technol-
ogies, for citizens to agree to their use, and for 
accountability and promoting oversight. This way, 
citizens can participate in the system’s lifecycle 
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by co-designing and co-creating the scenarios 
in which the technology will be used, challenging 
the correlations of the algorithm, and communi-
cating malperformance directly to the city admin-
istration. On a larger scale, trustworthiness and 
the technical must (excellence) are already rec-
ognised in the upcoming European legislation on 
the matter.2

Both examples, algorithmic fairness and trans-
parency show how technology governance 
needs to consider both the technical frame-
work of the technology and the social frame-
work in which it operates. But moral values are 
hard to define and may differ geographically. As 
a result, there is no real social framework for 
the use of AI.   

The idea of discrimination results from 
a debate at the heart of societies about 
human dignity. Social dilemmas and 
technical dilemmas are not that far away 
from each other.

Cities and international AI governance

Local administrations deal with the intrusion 
of technology into city life on a daily basis. 
Problems such as those derived from the plat-
form economy (Goodman, 2020) have made cities 
come together to discuss the ownership of data, 
create fair solutions, and the means to ensure cit-
ies’ technological sovereignty and people’s digi-
tal rights. For example, the 2018 Sharing Cities 
Declaration proclaimed that cities must ‘define 
their own technological infrastructures, services 
and agenda, through open and ethical services 
standards’ (Sharing Cities Action, 2018). But, 
to guarantee technological sovereignty, the com-
mitment of cities should exceed the mindful 
administration of infrastructures, data, and ser-
vices, and enter the ethics debate. If cities have 

2 A proposal for a European Artificial Intelligence Act was 
released in April 2021. However, it will take years until 
it is implemented.

been able to agree on open data standards, on 
the prioritisation of measures that guarantee cit-
ies’ technological sovereignty, the time is ripe for 
AI ethics. 

From an operational point of view, ethics can be 
equalled to purpose, to lawfulness, and to the added 
value of the use of a machine learning model 
in a precise task. As in purpose, the pre-req-
uisite for an ethical model is to determine how 
ethical the end result is. The city of Norrtälje 
in Sweden built an AI system that would identify 
children at risk. Nevertheless, however ethical 
the purpose, the administration never deployed 
the model. Citizens raised other ethical con-
cerns, in this case, the probability of the model 
to discriminate against children living in eco-
nomic deprived neighbourhoods.

The codes of law are oftentimes regarded 
as the guardians of society’s values. They guar-
antee rights, determine penalties, and define 
crimes. In this perspective, a practical approach 
to AI ethics considers that if a model acts within 
the law, it is ethical. This dimension of ethics pri-
oritizes technical fixes over the guidance of soci-
ety. It is also a common approach of the private 
sector. Important city-technology companies 
such as IBM (IBM, 2021) have released documen-
tation about the ethical development of AI solu-
tions that covers their commitment to technical 
excellence while minimising bias and low accu-
racy, but it does not touch upon other aspects.

Lastly, ethics can be found in the added value 
of the use of an AI system to perform a task. This 
differential approach states that the system’s use 
is ethical if, under human supervision, it helps min-
imise human imperfection. Imagine a selection 
process in which the initial biases of the human 
agent can be minimised with the complemen-
tary use of AI. The added value of the system 
to the human agent would classify it as ethical.

None of the three approaches, however, hold 
the two characteristics that would allow those 
frameworks to survive: flexibility and adaptability. 
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On top of that, here comes the multidiscipli-
nary twist. Cities are the closest manifestation 
of the promises of representative democracy. 
Whereas at the state-level representatives are 
often unknown people to voters, in cities often-
times this is not the case. Proximity and fluid com-
munication with the citizenry make cities diverse 
and integrated hubs where the needs and wor-
ries of residents are rapidly identified. Thus, cities 
become catalysers of what the society considers 
important when it comes to the impact of tech-
nology on daily life. Using these experiences, cities 
have what other political actors do not: a system 
to identify people’s values and a platform to dis-
cuss them without the weight of geopolitics and 
national interests.

The voice of cities can be useful for the creation 
of a global governance regime around AI. An exam-
ple of this opportunity is the Global Observatory 
of Urban Artificial Intelligence (GOUAI), under 
the Cities Coalition for Digital Rights. Coordinated 
by the Barcelona Centre for International Affairs 
(CIDOB), it has more than 40 member cities from 
three continents. The Observatory has released 
a framework that offers six guiding principles for 
the development and use of AI. These principles 
address issues ranging from the sustainability 
concerns of cities to measures for data protec-
tion and cybersecurity.

Consensus and adoption of guiding principles and 
objectives have a cascading effect on the govern-
ance of AI. Cities, through in-house development 
or procurement, can require from suppliers that 
they adhere to these ethical values and, thus, influ-
ence the way AI is done. In a landmark strategy, 
at the beginning of 2021 the Barcelona City Council 
introduced ethical conditions for the procurement 
of AI systems. The strategy forces the administra-
tion to guarantee that human supervision remains, 
and that the AI system respects the desired level 
of technical robustness, privacy and non-discrimi-
nation, transparency and auditability, and environ-
mental sustainability (Barcelona City Council, 2021).

Cities have what other political 
actors do not: a system to identify people’s 
values and a platform to discuss them 
without the weight of geopolitics and 
national interests.

Conclusion

Traditional international institutions have until 
now failed to address the challenges of emerg-
ing and disruptive technologies. City interna-
tional governance offers a bidirectional approach 
to the necessary social framework to guide 
the development of urban AI. On the one hand, 
the bottom-up communication and proxim-
ity to the citizenry allow cities to identify and 
address emerging issues in the use of technology. 
In addition, a true debate with citizens permits 
local administrations to test solutions and mod-
ify them in a short period of time. With the city 
at the middle layer, discussions occurring through 
city networks and on international fora create 
a set of practices that can become standards. 
These informal standard practices can influence, 
through procurement and demand, the way tech-
nology is developed.

Therefore, cities together can identify through 
action and continuous debate with the popu-
lation which values to embed in the necessary 
social framework to contextualise the technical 
fixes required for AI to be developed ethically and 
used ethically. By this means, the result will adapt 
to new-found needs. International governance 
of AI becomes an evolving endeavour. In a world 
shaped by technology, governance frameworks 
have to keep up with the times in order to not 
stay behind and to do this, the example of cities 
can shed some light on contemporary debates 
about how to ensure a digital future in line with 
the values that define our societies.
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Let’s start with fake news itself. It seems 
like this term has become so common that 
some people are misusing it, usually because 
of the lack of understanding of the term. How 
do we recognize fake news? What is fueling this 
disturbing phenomenon?

Indeed, the term fake news has started to be mis-
used lately. Some people, especially politicians, 
use it to discredit another person or to contradict 
an opinion, while this term has an entirely different 
meaning. Fake news is any false communication pre-
sented in the media as news without actually being 
real. It can be created intentionally or become fake 
news in the process of distribution via social media, 
beyond its original author’s reach. Fake news can 
also differ in the degree of falsehood – it can be 
a wholly or partially fabricated message and infor-
mation based on facts. Still, its composition, and 
therefore the message itself, is false. The pur-
pose of fake news may also be different and stem 
from financial or political reasons. It may be used 
to focus or divert attention or be used for ludic 

purposes. Fake news, therefore, pretends to be 
factual information, i.e. news and refers to facts 
even if those are fabricated or manipulated. This 
part is pivotal because we can verify only facts, 
and on this basis, we can consider something as 
true or false. Opinions, however, are always sub-
jective and should be reliant on an entirely differ-
ent assessment than facts, so we cannot call them 
fake news. 

On the other hand, partly because the term is so 
widely overused, some scientists choose to equal 
fake news with disinformation or misinforma-
tion. I also do not fully agree with this because 
these terms have a much broader meaning related 
to the purposefulness of creating false informa-
tion. Also, not every piece of fake news will be 
an element of deliberate disinformation cam-
paigns. Sometimes content can be misinterpreted 
by the recipient only because it is detached from 
its original context and becomes fake news only 
in the distribution process or at the time of inter-
pretation. It happens in social media repeatedly, 

How Fake News 
is Fuelling 
the Crisis of 
Trust in Media
Interview with dr Klaudia Rosińska 
– Media, Disinformation 
and Cybersecurity Specialist
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which is why I believe that it is worth using this 
term consciously when it is justified, mainly as it 
directly refers to the falsehood of the content.

Fake news, therefore, pretends to be 
factual information, i.e. news and refers 
to facts even if those are fabricated or 
manipulated. This part is pivotal because 
we can verify only facts, and on this basis, 
we can consider something as true or false. 
Opinions, however, are always subjective 
and should be reliant on an entirely 
different assessment than facts, so we 
cannot call them fake news.

As so many of us use social media or the Internet 
on a daily basis, we are somehow already involved 
in the process, whether we like it or not. Are we 
even aware of that? 

My analyses show that it is precisely due to the lack 
of awareness of Internet users, and users of social 
media in particular, that fake news has become such 
a powerful tool for disinformation and influencing 
society. The low level of information literacy among 
Internet users combined with a very rapid tech-
nological evolution requiring ongoing education 
in this area makes the fight against disinformation 
one of the critical challenges of democratic socie-
ties. Recognizing fake news requires specific tech-
nical skills, such as checking the source, fact-check-
ing data contained in a text, or verifying a photo or 
video. I consider these skills secondary to forming 
the habit of questioning media content in the infor-
mation society in the long run. I think it’s essential 
that we strengthen children’s critical thinking skills 
at a primary school level and increase the awareness 
among media users about the methods of absorb-
ing information, psychological mechanisms, and 
especially cognitive heuristics.

With each passing day, disinformation is becom-
ing more apparent and threatening. What we are 
doing to solve the problem is clearly not enough, 
and in your book, you discuss the many reasons 
why our efforts are insufficient and inadequate. 

In your opinion, why are we so bad at this? Or is 
disinformation just always one step ahead of us? 

I wouldn’t say we’re so bad at it. After all, most 
studies show that people who think critically and 
regularly verify content on the Internet are much 
more resilient to disinformation than people who 
do not. In my opinion, the problem is that there are 
still too few of them. With open access to knowl-
edge, it enables as never before, the Internet is 
a relatively new invention, which has become cog-
nitively overwhelming for many people. We are 
talking here about the so-called “information over-
load,” which leads to the inability to cope with 
the interpretation and evaluation of informa-
tion. It is due primarily to how social media and 
the Internet work. The newness, speed and popu-
larity of messages are prioritized over their quality 
or social utility already at the level of algorithms.

Information overload and, consequently, an increased 
number of people unable to verify and recognize 
fake news results from a fundamental deficiency 
caused by too rapid technological development, 
low level of education and training in the conscious 
and responsible use of technology. Simply put, one 
can say that suddenly, a single Internet user is bom-
barded with so many news, advertisements, videos, 
etc., that they are no longer able to process all of it 
wholly. After all, for so many decades in traditional 
media, someone would select information and ver-
ify it, and only then did it reach the recipients. They 
got used to not having to worry about it because 
journalists did it for them, and suddenly in the online 
world, especially on social media, users are left 
to their own devices. So, it’s hard to expect they will 
handle it perfectly from the get-go. Acquiring these 
skills takes time and practice. 

Sometimes, to illustrate this, I tell my students that 
in this aspect the society is a bit like a high schooler: 
already has some basic knowledge, thinks they are 
independent and conscious, and as a result, looks 
for different ways of interpreting the world, while 
in fact, it is only the beginning of comprehend-
ing the reality the way adults do. Many years will 
pass before such a young person learns to make 
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rational and mature choices. I think our social capa-
bilities to resist disinformation are similar. We might 
think that we can find everything by ourselves, but 
we lack the competence to process and interpret 
it correctly. That is why we need time, education, 
and legal regulations to “civilize” the Internet, espe-
cially social media. In this sense, we can say that dis-
information is indeed one step ahead. But I think it 
doesn’t always need to be that way.

Despite a plethora of social campaigns, many peo-
ple still lack basic critical thinking skills when it 
comes to things they see online. Are such cam-
paigns the right direction? What else can be done 
to increase our security in this regard? 

In my opinion, social campaigns do not address 
the problem effectively. They may play a more per-
formative role, but they do not build real digital and 
information competencies among media users. 
In the context of the harmful effects of fake news, 
digital literacy can be associated with the techni-
cal skills of verifying sources and information using 
online tools, such as advanced Google search, 
image search, and tools to fact-check organiza-
tions’ links to assess the credibility of sources, 
etc. The development of digital competencies is 
the foundation for building a system that is effec-
tive and resilient to disinformation. Some scientists 
indicate that young people are more technically 
oriented and adapt faster to the development 
of new technologies. Still, we should remember 
that the mere ability to use new technologies will 
not effectively counteract disinformation. 

Digital literacy help identify hard fake news 
(i.e. fake news that contains blatant lies or fab-
rications) but is insufficient to recognize more 
subtle manipulations – those need information 
literacy. They require a greater focus on substan-
tive interpretative abilities rather than technical 
skills and the psychological mechanisms of acquir-
ing and processing information. We often forget 
that we need the ability to evaluate and revise 
our own beliefs critically. It seems that a high 
level of information literacy is the primary deter-
minant of whether the user is willing to question 

the content they consume and even start to verify 
it. I discovered that super fake news (intentional dis-
information) pretends to be real so well and fits into 
the beliefs or perception of reality so skilfully that 
the recipients do not even notice they are being 
misled and do not start the verification process. 
That is why developing information literacy is so 
crucial, but it requires regular practice and exercise. 

Some scientists indicate that young 
people are more technically oriented 
and adapt faster to the development 
of new technologies. Still, we should 
remember that the mere ability to use 
new technologies will not effectively 
counteract disinformation.

How do we do that then? What would be the best 
way to advance our critical thinking skills, both 
short term and long term? Should we focus on spe-
cific groups of people or opt for broader initiatives?

I pose that the long-term strategy to develop crit-
ical thinking competencies about the information 
and, consequently, of critical analysis of media 
messages is to include such subjects in systematic 
education at all levels, from primary schools to uni-
versities. It is already happening in some countries 
but, unfortunately, these are still in the minority. 
It is an action calculated for effect deferred in time, 
but it seems worth the wait. 

In the short term, however, such targeted educa-
tional activities should be aimed at specific groups 
most exposed to disinformation, such as teenag-
ers, seniors, and poorly educated people. It is fas-
cinating that theoretically speaking, groups so 
distant from each other are so similar in this con-
text. While it seems that teenagers have highly 
developed digital competencies, the challenge is 
the development of information competencies. 
Fortunately, teenagers can be easily reached by 
offering information literacy training and work-
shops, which are usually received enthusiastically 
in schools. In turn, seniors’ education might be 
more challenging, as they lack both information 
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and digital competencies; therefore, educating 
this group requires a multi-layered substantive 
preparation. Reaching out to seniors is a demand-
ing task as it involves cooperation with founda-
tions, public benefit institutions and informa-
tion infrastructure functioning in each society. 
In Poland, such infrastructure may be the librar-
ies and universities of the third age, where sen-
iors could receive adequate preparation for 
the critical and conscious use of the media. For 
the remaining groups, a good solution could be 
free e-learning courses or webinars showing spe-
cific verification practices. 

My dream is to see the launch of an initiative 
supported by social media organizations, such as 
Facebook or Twitter. It would force users sharing 
a certain number of fake news to complete a man-
datory e-learning course on content verification 
techniques and information processing mech-
anisms. Social media often block the accounts 
of such users for some time anyway, so this type, 
of course, could be the chance for removing that 
blockade earlier. And research shows that they 
would be more effective than simply blocking. 
Such a course would provide very condensed 
knowledge, but it is still worth undertaking. 
Another good idea is to direct any educational 
offer in this area to broadly understood groups 
of influence, such as teachers, officials, artists, 
social activists, etc. Strengthening these groups 
can increase the outreach of educational activi-
ties that can snowball.

According to the Net Trust Index by the European 
Broadcasting Union, 28 out of 33 surveyed 
countries think that social media is the least 
trusted source of information. Furthermore, 65% 
of respondents have absolutely no trust in infor-
mation found on social media, 55% are skeptical 
about things they see on the Internet as a whole. 
This lack of trust has been growing even bigger 
since 2016. Could this trend be linked to the low 
level of media literacy? Are we staying away from 
what we don’t understand? And what role does 
fake news play in this process?

It is worth noting that the crisis of trust in social 
media is closely related to the crisis of trust 
in the media in general. And this, in turn, is related 
to the crisis of journalism. We can trace the source 
of this situation to the philosophy of post-truth, 
which greatly relativizes the perception of facts. 
In practice, it comes down to journalism no longer 
focusing on searching for facts and truth about 
the world. Instead, it has become a profession 
where facts need to match specific views. In this 
way, journalistic manipulation, bias, and unrelia-
bility of messages in traditional media have con-
tributed significantly to a strong social polariza-
tion. In social media, this phenomenon is even 
more strongly reinforced by algorithms, with fake 
news also playing a significant role in this process. 
These radically different images of reality, result-
ing mainly from being closed in information bub-
bles, must have triggered a crisis of trust at some 
point. Users don’t know what is true and what is 
not anymore, which and when the media manip-
ulate them, etc. Therefore, this declared lack 
of trust in social media is a natural consequence 
of this negative evolution of media communica-
tion. The desire to run away or discourage social 
media users, as I have already mentioned, also 
results from information overload. It is appeal-
ing to look for new solutions guided by the user’s 
well-being and not only the economic profit 
of the owners of these platforms. 

It is also worth remembering that the declared lack 
of trust does not necessarily neutralize the nega-
tive impact of the fake content that comes to us 
from social media. Because the more often we 
are exposed to a particular piece of information, 
the more we are convinced it is true. What’s more, 
this heuristic works even when we already know 
the information is false! This phenomenon pre-
sents the biggest technological challenge with 
fake news. The false content disseminated on 
social media can influence, for example, our emo-
tions, strengthen our fears and undermine our 
trust in public institutions, even if we do not read 
into them. The sheer number of shares of given 
fake news may make us subconsciously believe it, 
so removing and correcting this type of content is 
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as important as educating ourselves in identify-
ing it. However, paradoxically (as Francis Haugen’s 
case shows), it does not pay off for social media 
owners to eliminate this problem because fake 
news generates significant reach. It is how adver-
tisers and social media owners make money. We 
are dealing with a conflict of interest here. We 
need to legally force the owners of social media 
platforms to take more responsibility for tackling 
the problem of disinformation.

Journalistic manipulation, bias, and 
unreliability of messages in traditional 
media have contributed significantly 
to a strong social polarization. In social 
media, this phenomenon is even more 
strongly reinforced by algorithms, with 
fake news also playing a significant role 
in this process.

Globally we see a significant growth in the use-
trust gap – we don’t trust the media sources we 
are using, especially social media: despite 47% 
of our population using it, only 14% declares trust 
in information found on platforms. We are clearly 
in a media trust crisis, how do you think we can 
fight this? Is there a way out?

In addition to the legal and technological solutions 
I have already mentioned, rebuilding the reliabil-
ity of the media outlets and journalists is crucial. 
Nowadays, it is precisely the pursuit of sensa-
tion and controversy in ordinary journalistic news 
that, in my opinion, has laid the foundations 
for the problem of disinformation and the crisis 
of trust in media. It has developed in the recipients 
a psychological need for scandalous and contro-
versial content. The so-called breaking news and 
fake news will always meet that need best. Internet 
users seek more incredible revelations and content 
more aligned with their worldview because tradi-
tional media got them accustomed to it. Fake news 
gives them precisely what they desire. If they don’t 
get this in the mainstream media, they look else-
where, and this is how they come across unrelia-
ble sources of information. In such a system, fake 

news is a super product of manipulation and bias, 
and in this respect, it will always be more spectac-
ular for the recipient than regular news. In addi-
tion, social media algorithms “learn” what news we 
like and send it to our filter bubble. If users click 
‘like’ on fake sources, they get more and more fake 
news, and that’s how the vicious circle keeps going. 

Therefore, journalists need to reverse this trend 
and return to their original mission, which is 
the accurate description of reality and not the top-
down imposition of its interpretation and cre-
ation of artificially sensational content. At this 
point, it is also worth mentioning fact-checking, 
which has become the most dynamically devel-
oping form of fighting fake news in recent years. 
Professional verification of facts on the Internet 
is primarily the responsibility of journalists, media 
organizations, and NGOs. In 84 countries world-
wide, there are currently over 300 organizations 
constantly verifying and analyzing content dis-
seminated in the public sphere. The International 
Fact-Checking Network is an association of those 
institutions adhering to a standard code of con-
duct. Proper fact-checking principles are, in my 
opinion, an opportunity for a qualitative change 
in the approach to information journalism. It could 
take place provided that fact-checking organiza-
tions remain independent financially and ideologi-
cally and become a kind of a watchdog, not of pol-
iticians, but the media. Verifying and qualifying 
media content could contribute to greater integ-
rity among journalists who produce it, but it would 
require some authoritative approval. 

Unfortunately, I can see that fact-checking organ-
izations, for example, in Poland, are polarizing 
themselves similarly to the mainstream media, 
focusing their analyses mainly on political state-
ments and proving their falsehood. There are no 
analyses that would examine, for example, media 
manipulation of politicians’ statements to influ-
ence their interpretation by the recipients. It 
is a huge waste of potential because, despite 
the noble goal of checking the facts, these organ-
izations consciously or unconsciously enter 
social polarization, deepening social divisions. 
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The bias of fact-checking portals is unfortunately 
also visible in the analyses performed, divided 
according to specific worldviews. Soon, each news 
portal will have its fact-checking division that will 
expose the lies of the “other side.” In my opinion, 
this is the wrong path. However, I hope that with 
experience and growing awareness, fact-checkers 
will understand that their analyses should expose 
not only the political lies themselves but also, and 
perhaps most of all, journalistic bias, and manipu-
lations. Maybe, over time, it will also translate into 
the quality of the journalists’ work.

The fight against disinformation definitely requires 
a lot of effort from the whole of society, and that 
does not end at public institutions or the platforms 
themselves. That is truly an issue that affects all 
of us, whether we like it or not. And perhaps that 
complexity is what drives people away from seek-
ing truth for their own sake, and the media should 
help with that instead of creating “alternative real-
ities” based on lies and propaganda. What would 
be your main takeaways, or some pieces of good 
advice for our readers?

Statistically speaking, there will always be some, if 
not the majority, of media users who will not have 
time to verify all the information that reaches them 
independently. These people will look for a source 
of information that seems reliable and trustworthy. 
If they find a source with no manipulation and ide-
ological bias, they will consume such content over 
time. This content will meet their expectations, so 
they won’t have to look for any alternative sources 
producing polarizing fake news. Actions such as 
a clear separation of information from commentary, 
creating more high-quality content that unites soci-
ety instead of polarizing it, not manipulating titles 

and leads to make them sensational are the basic 
steps to successful change. Indeed, in the begin-
ning, a drop in the click-through rate of such news 
will be noticeable, but in the long run, the user will 
get used to these actions and accept them. I am also 
aware that many media owners will not want to sac-
rifice their profits to build a better-informed civil 
society. Therefore, an important issue is to intro-
duce legal regulations at the international level, 
which will, in a way, enforce this change.

In addition to misleading, the primary purpose 
of disinformation is to antagonize society. A divided 
society is weaker and easier to control from the out-
side, and nowadays, it can be done effectively with 
the help of the media. The more media polarize 
themselves through their messages, the more they 
open space for disinformation. Therefore, their 
role in combating fake news should be much more 
prominent than purely denying them. For tradi-
tional and social media to regain trust, they need 
to renew and build social solidarity and develop civil 
society. To achieve this, we need higher reliability 
and transparency in the production and dissemina-
tion of information, greater economic and political 
independence, and the strengthening of the educa-
tional role of media. In my opinion, such actions can 
contribute to countering disinformation at a deeper 
level. On the other hand, in the long term, the key is 
to educate society on how to consume media mes-
sages, be critical and understand cognitive psycho-
logical processes within information processing. 
I believe that making Internet users aware of their 
essential role in the dissemination of information, 
but also in combating disinformation and strength-
ening their responsibility for actions taken in the vir-
tual space is one of the most critical educational 
challenges of the 21st century.
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The notion of fake news often boils down to two  
opposing perspectives – one sees them within 
a larger psycho-sociological and civilizational 
context, the second concentrates on technolog-
ical progress and deepening the understanding 
of human nature. The book Fake news. Genesis, sig-
nificance, counteraction (originally, in Polish: Fake 
news. Geneza, istota, przeciwdziałanie) attempts 
to find a common ground between those two 
points of view – and succeeds. 

Undoubtedly the author set utility as one 
of the key features of her book. It is full of both 
academic and non-academic definitions, practi-
cal examples, and visual materials. It draws read-
er’s attention to psychological foundations of fake 
news and their efficiency, such as using stereo-
types. The author does not shy away from look-
ing at the bigger picture, pointing out that stereo-
types can have both negative and positive effects 
on our perception and decision-making processes. 
Another example brought up in the book shows 
that taking firm action against fake news could 
actually increase their popularity due to a phe-
nomenon of reactance (“the forbidden fruit”). 

Fake news. Genesis, significance, counteraction is 
also visibly focused on practical aspects of tackling 

fake news. It provided its readers with a toolbox 
increasing their analytical tradecraft, but does not 
refrain from criticism. In one of the chapters ded-
icated to the theory of fake news, the author ref-
erences an interesting concept breaking the phe-
nomenon into five different types, all of which 
are carefully explained and backed up with prac-
tical examples. The author, however, notices that 
there is a partial overlap and that academic defi-
nitions are not adequate for a broader audience. 
She also highlights the need to include notions 
related (to fake news) to preserve their instrumen-
tal utility in building societal resilience.  

The author correctly differentiates media compe-
tences with news literacy, focusing on the “news” 
component as essential to tackle information dis-
orders, and provides comparative insight into 
best practices from other countries. In her book 
she offers a good and comprehensive overview 
of issues connected to tackling fake news, and pro-
vides a practical manual for her readers. In the eyes 
of CYBERSEC Disinfo Lab, it is a valuable resource, 
in particular to non-experts, outlining how to coun-
teract information disorders and what to avoid.

The book reviewed here was written 
by dr Klaudia Rosińska
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ABSTRACT:
Cybersecurity investment and measurement data in Europe is sparse, with little specific 
data being published for the public. This makes research and progress on the economic 
aspects of cybersecurity nearly impossible. EU level cooperation to support such data 
exchange between member states is currently in an early stage of development accom-
panied by a lack of a common framework and metrics for capturing, analysing, and 
publishing this data. This article analyses the impact of these observations and makes 
a number of recommendations for improvement.
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Introduction 

The cybersecurity landscape in Europe is devel-
oping rapidly and is likely to gain even more prom-
inence in the upcoming years. However, there is 
still a lot to be done to achieve a pragmatic sys-
tem for data capture, analysis, and exchange 
in cybersecurity investments.

Cybersecurity investment and measurement data 
in Europe is a cloudy area, where little specific data 
is being published for the public, making research 
and progress on the economic aspects of cyber-
security nearly impossible. In particular, there is 
no official EU-level cooperation to support such 
data exchange between Member States and, thus, 
no common framework and metrics for capturing, 
analysing, and publishing this data, which makes 
comparisons difficult even where data exist.

The same applies to Return on Investment (ROI). 
The concept of ROI in cybersecurity is a complex 
topic and this intricacy probably explains why ROI 
calculations are not generally used for cyberse-
curity in the EU, but instead, impact indicators 
(ENISA, 2019).

Additionally, governmental investments are 
in many cases considered direct impact invest-
ments which affect the target community with-
out involving a chain of actors. This approach has 
the merit of simplicity, but may not yield sensible 
results for some investments and for the compar-
ison of such data.

The objectives of this study are as follows:

• To understand the extent to which cybersecu-
rity professionals in the Member States’ pub-
lic sector see a need for a common approach 
to measuring and monitoring the EU Member 
States’ cybersecurity investments.

• To identify which data on government spend-
ing in cybersecurity in the EU is available 
to the general public and to the Member 
States themselves.

• To analyse current techniques for measuring 
Return on Investment (ROI) for cybersecurity 
spending at national and EU levels.

• To come up with a series of recommendations 
that will allow the EU Member States to opti-
mize investment in the cybersecurity sector 
from a government’s perspective. 

Methodology

This research was conducted through an initial 
data collection (desktop research) followed by 
an identification of key stakeholders, which ena-
bled the development of two questionnaires. 
Subsequently, the stakeholders were inter-
viewed in order to perform data analysis and con-
solidation to finally formulate conclusions and 
recommendations.

Desired target situation

In the ideal target situation, there is a clear over-
view of EU cybersecurity government spend-
ing and investment made available in public 
records. This increased transparency will enable 
the public to check the current status of cyber-
security and promote a more engaged popula-
tion in researching cybersecurity economics. 
All EU Member States would benefit from it as 
they would gain access to a wider data set, gen-
erated using common practices and therefore 
allowing meaningful comparisons. 

The EU adopts a common taxonomy for all future 
cybersecurity spending reports and a common set 
of metrics to be used in analyses of cybersecurity 
spending and in defining the ROI on investments, 
thereby enabling a more fine-grained comparison 
of results and efforts on a macro-economic level. 

In this way, the EU would stimulate a cooperative 
environment between Member States to promote 
research and development in the economic aspects 
of cybersecurity through an organized set of data 
with a generally adopted taxonomy and a set 
of metrics to facilitate analyses and measurements 
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of ROI, with the ultimate goal of optimizing invest-
ments and transparency throughout the EU.

The need to improve access to economic data

The level of transparency around both cyberse-
curity investment and the associated ROI is cur-
rently low. However, the scarcity of data is not 
the only perceived problem in this area. There 
is currently no common framework in existence 
to support the production and publication of such 
data, making analysis at the EU level challenging 
due to a lack of common approaches and metrics.

Existing data, such as investments, are regis-
tered, but often classified under different aspects 
of the country’s economy, with cybersecurity 
partly being classified under IT and defence. 
(Antczak & Kamiński , 2018). Some spending 
information can also be found in larger, generally 
available statistical databases but finding relevant 
and specific materials is very difficult.

Stakeholder views on publishing economic 
data related to cybersecurity are aligned. 
Representatives of the academic community, 
the Member States (except one which took 
a neutral position in the matter), representatives 
of the European Commission and the European 
Council, all agreed that public research 
and the Member States would significantly 

benefit from publishing the data. Representatives 
of ENISA and ECSO have stated that economic 
data related to cybersecurity would be ben-
eficial for their organisations. Furthermore, 
the European Court of Auditors has noted that 
‘publishing data would not only be interesting for 
transparency for the public, but it would also be 
very useful and could lead to an improved coop-
eration between the Member States’. (European 
Court of Auditors, 2019). The main justifica-
tions cited for the publication of this data were 
the following: 

• Cooperation and harmonization 
of approaches among EU Member States.

• Partnering between countries.
• Research
• Benchmarking, for two reasons:

• To help institutions make compari-
sons between each other and therefore 
improve where it is needed.

• To incentivise the government to allo-
cate the budget more precisely, but also 
to secure budget in general.

75% 80% 85% 90% 95% 100%

M.S. + E.C. + C*.

Academia

Organizations

*Member States + European Commission + European Council

Table 1. Interviewees who agreed that it would be beneficial to publish the data.
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Investment in cybersecurity

a. Ideas for a common taxonomy for cybersecu-
rity investment

Most, if not all, actors in the cybersecurity commu-
nity would benefit from a situation in which every 
Member State publishes data relating to cyberse-
curity investment and ROI in the context of one 
common framework. In order to allow for data 
comparison across the EU, such a framework 
should incorporate a single taxonomy and a com-
mon set of metrics. 

The EU Member States have invested consid-
erable effort in developing a set of National 
Cybersecurity Strategies (NCSS). Their goals 
in the NCSS and thus also expected targets for 
expenditure could provide a useful starting point 
for a taxonomy of cybersecurity investment.

In analysing this data, a matrix of existing NCSS 
was created in order to identify the most common 
themes. A quick scan of the contents of this matrix 
shows that, whilst there are shared elements, 
all the strategies are different. After having cre-
ated the matrix, the idea was to take the 10 most 

6

1

1

2

1

1

1

0% 20% 40% 60% 80% 100%

Agree

Do not agree

Neutral

M.S. + E.C. + C*. Academia Organizations

Table 3. Interviewees' response to the proposal of using the NCSS 
as a basis for the common framework

*Member States + European Commission + European Council

Address cyber 
crime

Raise citizen's 
awareness

Protect critical 
Information 
Infrastructure

Facilitate 
international 
cooperation

Establish an 
incident 
response 
capability

Establish 
baseline 
security 
requirements

Establish 
incident 
reporting 
mechanisms

Foster R&D
Organise cyber 
security 
exercises

Strengthen 
training and 
educational 
programmes

Austria x x x x x x x x x
Belgium x x x x x x x x x
Bulgaria x x x x x x x
Croatia x x x x x x
Cyprus x x x x x x x
Czech Republic x x x x x x
Denmark x x x x x x x x x x
Estonia x x x x x x x x x x
Finland x x x x x x x x x x
France x x x x x x x x x x
Germany x x x x x x x
Greece x x x x x x x x x x
Hungary x x x x x x
Ireland x x x x
Italy x x x x x x x x x x
Latvia x x x x x x x
Lithuania x x x x x x x x x
Luxembourg x x x x x x x x x
Malta x x x x x x
Netherlands x x x x x x
Poland x x x x x x x x x x
Portugal x x x x x x x x x x
Romania x x x x x x x x x
Slovakia x x x x x x x x x
Slovenia x x x x x x x x
Spain x x x x x x x x x x
Sweden x x x x x x

Table 2. Most forthcoming elements of the NCSS
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common elements of the National Cyber Security 
Strategies as a basis for the common framework 
and to “catch” all other expenditure in a general 
category of “other”.

Almost all experts interviewed agreed that 
the National Cyber Security Strategies could be used 
as a starting point for a common framework and tax-
onomy. Whilst this is true, there are also other candi-
dates worth considering in addition to the NCSS, like 
critical infrastructures and essential services.

Representatives of both ESCO and the European 
Commission proposed a different approach 
to the problem, which consists of taking already 
existing taxonomies and selecting the most impor-
tant elements from them to get a common frame-
work. A good example of an already existing taxon-
omy is JRC (Nai-Fovino, et al., 2019).

It is clear that the stability of any classifi-
cation scheme depends fundamentally on 
the categories implemented. The general opin-
ion of the interviewees was that there would be 
stability in the framework if the categories were 
broad enough. The adopted taxonomy therefore 
should ideally consist of a core element that is stable 
over time, and an associated dynamic component.

Responsibilities

All interviewees were asked about the effort 
needed for collecting and publishing data on cyber-
security investment and ROI. Some interview-
ees did not take a direct position on the topic. 
Representatives from Ireland and Luxembourg, 
as well as representatives of the academic sector 
believed it would not necessarily require big efforts.

“The statistical offices of the MS, Eurostat 
can aggregate it and publish it for them. It 
shouldn’t be much effort, they have to send 
data either way. Of course it should be 
separated from the rest, but they should add 
an item of security data for Cyber Security.”

Helmbrecht Udo (personal communication, 
June 24, 2020)

On the other hand, two Member States con-
curred that it could indeed involve a significant 
effort. They pointed out some reasons such as 
decentralized structures and difficulties at a man-
date level. A representative of the academic com-
munity who remained neutral also mentioned it 
would depend on the number of actors involved.

As for the question of who would be responsi-
ble for collecting and publishing economic data 
relating to cybersecurity, answers depended 
on the level of maturity of the country and 
the national governance structure.

The most logical options within the Member 
States were thought to be:

• Ministry of Finance,
• National Cyber Security Institution,
• National Statistical Institutes.

Where EU-level publication of such data is con-
cerned, both the European Commission (Eurostat) 
and ENISA were cited frequently as the two main 
actors who would be in the best position to cre-
ate an EU-level overview based on the data input 
by the Member States.

Issues related to benchmarking

Publication of this data is a concern as it might 
lead to the Member States being benchmarked 
against one another. In practice, it is not impos-
sible, although differences in size, strategy and 
governance would make it very difficult. 

From an operational point of view, all interviewees 
agreed that it would be beneficial to be able to com-
pare and analyse data of other Member States 
and use that data towards improvement. With 
the exception of one Member State which remained 
neutral, no Member State had problem with bench-
marking and even saw it as an opportunity for both 
operational and financial development.
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“In general, benchmarking could raise 
awareness, boost resilience, and help 
thrive investments.”

Lepassaar Juhan (personal communication, 
June 12, 2020)

Political reluctance was raised as a concern, although 
possible solutions for mitigating this included aggre-
gation and anonymization of data sets.

National security

If there was a general agreement that cybersecurity 
economics data should be published, it is unlikely 
that this framework would publish all data indis-
criminately. In particular, data related to national 
security might not be suitable for publication. 

All the Member States interviewed agreed that 
spending and investments information in cyber-
security should be transparent for the public, with 
some exceptions linked to defence. 

NIS Directive

An interesting way of implementing a better 
transparency policy could be through the revi-
sion of the NIS Directive that is currently in pro-
cess. The central idea is that a revised Directive 
could include transparency in the basic national 
requirements of cybersecurity throughout the EU 
in order to provide a clearer overview of spending 
and investments by the Member States. 

This idea was supported by five out of eight inter-
viewees, two being Member States, one representa-
tive of organisations with a combined public/private 
role, a representative of the European Commission, 
and one academic. However, it was also argued 
to be more of a starting point for discussion. 

This idea also raised some concerns: 

• There are currently different levels of under-
standing of transparency throughout the EU.

• The original goal of the Directive, its mission 
and vision might not meet the requirements.

• Due to a lack of a common framework, there 
would be too many differences on a national 
level since every Member State collects their 
data in different ways.

b. Ensuring comparability of data

Member States across the EU differ significantly 
(in size, population, GDP to name but a few) and this 
makes comparisons of data very difficult. However, 
if data could be compared under certain conditions, 
the Member States could reap many benefits. 

A pragmatic approach would be to measure 
the spending as a percentage of GDP, which 
should adequately compensate for many 
of the above-mentioned differences. 

Eight out of thirteen interviewees accepted it as 
a good idea; however, in parallel to that, they had 
lot of suggestions and concerns:

• Differences in missions of the national agencies 
should be taken into account as some engage 
in more activities than others, for example by 
doing research or cooperating with laboratories.

• Centralization versus decentralisation may 
play an important role.

• It may be necessary to examine the nature 
of investments in cybersecurity in the Member 
States individually. Bigger countries tend 
to have infrastructure while smaller countries 
rely on foreign investments.

• Use aggregation as discussed earlier 
in the benchmarking part.

“Cybersecurity should be looked upon 
as an ecosystem, compare the countries’ 
ecosystems with each other, look at the level 
of maturity of that member state.”

Simonski Krasimir (personal communication, 
June 9, 2020)
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Another suggested approach was to use GDP per 
capita instead or a mix between GDP and GDP 
per capita.

Return on investment (ROI) 
in cybersecurity

a. Attitudes to ROI

As a general comment, interviewees tended 
to contribute more to the discussion on measur-
ing cybersecurity investment than to the corre-
sponding discussion on ROI. 

b. Analysing the impact of investments

Every investment has a purpose and a degree 
of impact. Ideally, every investment should always 
have a clearly defined scope. Nevertheless, 
whilst measuring impact is important, it should 
not become more important than achieving 
the impact. As Dr. Bart Preneel puts it:

“What is best? A very good protection with 
little monitoring? Or a very bad protection 
with a lot of monitoring?”

Preneel Bart (personal communication, 
June 18, 2020)

In practice, monitoring of cybersecurity invest-
ments and projects is often done using Key 
Performance Indicators (KPI) or Key Impact 
Indicators (KII). If used correctly, they can show 
the impact of the activity performed. KII can usually 
only be sensibly measured after a certain amount 
of time has elapsed as most projects in cybersecu-
rity do not immediately generate results.

The method of KIIs, however, only yields sensi-
ble results if the impact that has been measured 
can be directly related back to the assumed cause 
since many activities are happening in parallel 
and all of them are aiming at similar impacts.

In order to address this issue, three main methods 
of determining the success of investments’ end 
results are proposed:  

• Direct impact
• Detailed tracking 
• Identify and select.

Direct impact

In the direct impact method, the assumption is 
that investments have a direct effect on the area 
of investment. The interviews carried out show 
that three out of six Member States assume this 
approach on a general basis.

Detailed tracking

In detailed tracking, the assumption is that every 
external factor that has an impact on the end result/
goal of the investment is significant and should be 
taken into account when conducting an analysis 
of the investment. By analysing the effect of all 
contributing factors, the way in which the impact 
was achieved can be understood in greater detail, 
which in turn enables a more accurate determina-
tion of the ROI for the activity.

This method is used to aim at investments 
in the area where it is needed most and to avoid 
unnecessary general spending.

Whilst the detailed tracking method is certainly 
more accurate than the direct impact method, it 
can suffer from a high degree of complexity and 
an associated high cost. Where Member State 
investment is concerned, it is unlikely that this 
method will be used.

Identify and select 

A suitable combination of the two preceding 
methods would seem to be the best option for 
measuring cybersecurity ROI at EU/national lev-
els as it would combine their strengths without 
engendering the associated drawbacks.  

An analysis prior to the investment should be 
made to determine what type of investment it 
is and what amount of monitoring and tracking 
the investment needs.
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c. The notion of impact chains

Where the implementation of the national and 
EU-level cybersecurity policy is concerned, it is 
unlikely that projects launched by policy imple-
menters will directly impact the intended audi-
ence. More frequently, they affect a number 
of intermediate actors, which each play a specific 
role in implementing the solution. In this paper, 
we will refer to them as the “impact chain”.

In order to understand correctly the link between 
an initial investment and the impact it generates 
in such circumstances, it is important to under-
stand the impact chain. In particular, the abil-
ity to follow the way in which actions are imple-
mented by the different actors in the chain 
makes it possible to determine “weak links” and 
to undertake corrective measures. 

To understand the impact chain effect, it is impor-
tant to start from the moment the investment is 
made and the main goals:

• Measure the final impact of the investment.

• Follow the precise path of the investment.

• Analyse the parties involved on the path and 
the “intermediate impacts”.

• Use this analysis to identify and adjust weak 
links and therefore improve the end result.

Analysing the impact chain should reveal situa-
tions where additional investment is not merited. 
Increased investment in a compromised chain is 
counterproductive as the problem is not the size 
of the budget, but the use of it.

A major issue with the use of impact chains is likely 
to be the effort involved and therefore the cost 
of the analysis. By modelling the impact chain, we 
are effectively adopting a form of the “Identify and 

select method” explained above. Nevertheless, 
in many cases, it may be possible to take a sta-
tistical approach where a large number of similar 
intermediate actors are involved, thereby simpli-
fying the analysis. 

The effect of external factors

In most investments, the goal is often affected 
by a number of external factors, which makes 
the analysis of impact, and hence ROI, more com-
plicated. One example of such an external fac-
tor would be the effect of the COVID pandemic 
in 2020, which had huge repercussions for soci-
ety as a whole and resulted in a shift from physi-
cal to remote working. It is not hard to appreciate 
the effect that this could have on policy initia-
tives that traditionally depend strongly on phys-
ical events (European Commission Eures, 2020), 
such as awareness raising initiatives (European 
Commission, 2020).

Table 4. Impact chain diagram
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In so far as is possible, analyses of impact should 
seek to identify and account for such external 
influences, especially when they are not constant 
but vary over time.

Complexity of impact measurement 
in cybersecurity

Calculating the impact of cybersecurity invest-
ments is further complicated by the fact that 
it is often difficult to measure whether or not 
an implemented measure has had the impact that 
it was predicted to have. Typically, such assess-
ments are made at the risk analysis phase and 
often involve assumptions involving probabil-
ities. Implementing security architecture, for 
instance, may well result in a decreased number 
of successful cyberattacks. An alternative expla-
nation, however, may be that there were fewer 
attacks attempted or that the sophistication 
of the attacks has diminished. In more general 
terms, both impact and ROI are measurable when 
the investor has a clear overview of the whole pro-
cess and the results. However, an investor usually 
has a very limited understanding of the attack-
ers, which means that one of the major factors 
affecting the calculation of impact/ROI is difficult 
to quantify.

Interviewees were questioned if the impact 
of an investment should be measured once or on 
multiple occasions after completion. Ten agreed 
that continuous measurement should be main-
tained, with the argument that cybersecurity is 
a very dynamic environment and thus requires 
adaptation. However, two Member States and 
one representative of public/private organisa-
tions remained neutral, underlining the differ-
ent types of investments and therefore advocat-
ing for a selection of a suitable approach for each 
of them with fitting KII.

Whilst it is possible to use either impact or ROI 
to measure the effectiveness of cybersecurity 
investments, using the ROI approach that takes 
the “impact chain” into account has the advan-
tage of relating the result to the investment 

in order to provide a more in-depth understand-
ing of where investments succeed and fail.

Interviewees were asked if the information on 
spending patterns is of limited value without 
understanding the ROI, and the opinions dif-
fered. Three Member States and the representa-
tive of the EU Council agreed with this statement; 
four interviewees were neutral and four disa-
greed, with the main reason being the complexity 
of ROI calculation in cybersecurity, and the use-
fulness of spending data on its own.

In practice, the most effective approach will prob-
ably be to use the “identify and select” approach. 
Some cases requiring a more in-depth perspec-
tive would take the impact chain into account 
in combination with a ROI analysis.

Conclusions & Recommendations

The results obtained from the interviews are as 
follow according to the majority’s opinion:

• A common framework based on the NCSS for 
investment data and metrics should be estab-
lished and standardized in all the EU Member 
States and should be published publicly with 
respect to national security elements.
• This common framework would need 

to have a stable basis with broad catego-
ries, but would also need to incorporate 
a dynamic component.

• Publishing this data would be beneficial for 
national cybersecurity institutes, organizations 
with a private-public role, and for the public.

• There is no official cooperation in cybersecu-
rity investment data among Member States.

• The effort needed for gathering the data 
depends on the number of actors involved; 
it can range from a small to significant effort 
depending on whether the infrastructures are 
centralized or decentralized. 
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• Percentage of GDP should be used as a met-
ric to facilitate comparison between Member 
States.

• Responsibilities for publishing such data 
should be decided by Member States them-
selves to avoid infrastructural complications 
affecting their governments.

• Benchmarking should not be seen as a politi-
cal problem, but as a tool driving progress and 
yielding benefits for Member States.

• The NIS Directive could be a vehicle for intro-
ducing transparency and promoting data 
cooperation between Member States.

• Member States tend to express a more direct 
point of view on government investment impact.

• None of the interviewees are aware of a ROI 
system in their Member States, which is 
linked to the complexity of ROI in cyberse-
curity. However, the impact of investments 
should be measured and reviewed on multi-
ple occasions after completion.

The recommendations that arise out of this study 
are as follows: 

1. Member States (e.g. through their national 
cybersecurity institutions) should collect 
and analyse cybersecurity spending/invest-
ment data, which should then be published 
in a suitable form to improve transparency.

2. Member States and the European 
Commission should consider the inclu-
sion of a requirement for transparency on 
cybersecurity spending by governments 
in a revised NIS Directive.

3. Member States should adopt a common 
taxonomy framework for investments 
data and for measuring the corresponding 
impact. This framework could be derived 
from the National Cyber Security Strategies 
(NCSS).

4. The NIS Directive should be a vehicle for 
implementing transparency and better coop-
eration in the area of exchanging economic 
data on cybersecurity between Member 
States themselves and the public.

5. Member States should publish and report on 
spending data  using a metric that allows sen-
sible comparison between bigger and smaller 
economies. Expenditure as a percentage 
of GDP is proposed as a possible metric. 

6. When evaluating impact, Member States 
should deploy methods that reflect time and 
resource constraints. Where a deep under-
standing of how investments are realised is 
required, the “identify and select” approach 
should be used in order to take into account 
the chain of different actors involved 
in reaching the final goal.
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